[bookmark: _GoBack]Three County CoC HMIS – Workstation Privacy and Security Checklist 
Note: This form should be completed for each workstation used for HMIS. 
 HMIS User Name: ________________________________________________  
 Workstation: ________________________________________________  

	1. 
	Password-protected login 
“Does the primary work station for each HMIS User require a unique, password-protected login?” 
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
□ 	Fully compliant with policy 
□      May be brought into compliance within 30 days with minor corrections 
□      Non-compliant with policy 

	2. 
	Password-protected screensaver after five minutes 
“Does the primary work station for each HMIS User activate a screensaver after five minutes of inactivity, and require a password to exit the screen saver and access the work station?” 
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
□ 	Fully compliant with policy 
□      May be brought into compliance within 30 days with minor corrections 
□      Non-compliant with policy 

	3. 
	Operating system updated at least weekly 
“Is the operating system on the primary work station for each HMIS User updated at least weekly, either manually or through automatic system updates?” 
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
□    Fully compliant with policy 
□    May be brought into compliance within 30 days with minor corrections 
□    Non-compliant with policy 


 
	4. 
	Protected by a firewall
“Is the primary workstation for each end user protected by a firewall, blocking unsolicited and unauthorized connections to and from the system?” 
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
□ 	Fully compliant with policy 
□      May be brought into compliance within 30 days with minor corrections 
□      Non-compliant with policy 

	5. 
	Using Firefox 91, Chrome 92, Safari 14, Microsoft Edge or later 
“Is the primary workstation for each End User equipped with Firefox 91, Chrome 9, Safari 14, Microsoft Edge or a later version of these browsers?
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
□ 	Fully compliant with policy 
□      May be brought into compliance within 30 days with minor corrections 
□      Non-compliant with policy 

	6. 
	Weekly scan for viruses and malware 
“Is the primary workstation for each end user equipped with anti-virus/anti-malware software and scanned at least weekly for viruses and malware?” 
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
□ 	Fully compliant with policy 
□      May be brought into compliance within 30 days with minor corrections 
□      Non-compliant with policy 

	7. 
	Data Collection notice appropriately displayed 
“Is the required Data Collection Notice prominently displayed wherever data collection typically takes place?” 
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
 _______________________________________________________________________________________________________________________  
□ 	Fully compliant with policy 
□      May be brought into compliance within 30 days with minor corrections 
□      Non-compliant with policy 
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